
Who Needs a Doctor Anymore? Risks 
and Promise of Mobile Health Apps 

Abstract 
Personal health monitoring is a hot topic. With bracelets 
and other wearables, we keep track of our heart rate, 
exercising, sleep, and more. We are becoming our own 
doctors and coaches. Improving citizens' health brings 
the society significant savings, besides healthier 
citizens.  Health data also has important value beyond 
healthcare, e.g. in insurance and advertising. However, 
risks on privacy, data management, information 
interpretation and incorrect health diagnosis and 
treatments exist. This panel discusses the promise and 
risks related to mobile health apps, highlighting both 
research and industrial aspects related to the current 
trends. 

Author Keywords 
Health; wellness; privacy; mobile apps; wearable 
technologies; mobile interaction; quantified self. 

ACM Classification Keywords 
H.5.m. Information interfaces and presentation (e.g.,
HCI): Miscellaneous.

Introduction 
Mobile technologies have become omnipresent in our 
everyday life. People are increasingly commonly 
equipped not only with mobile phones but also with 
different wearable technologies – bracelets measuring 
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step count and sleep, heart rate monitors, or smart 
watches to provide easy-to-glance user interfaces 
(UIs). Many of these technologies are used to track our 
physical activity and performance data. With the rapidly 
grown mobile app market, the possibilities to provide 
applications that help people to become aware of their 
lifestyle and change their behavior towards a healthier 
life have exploded. However, the analysis on the 
popular smart phone wellness apps has shown that 
there remains significant possibilities to develop the UIs 
from simple data presentation towards conversational 
and guiding UIs [4]. Preceding the industrial application 
development happening now, HCI research has 
addressed mobile health and wellness technologies e.g. 
from the perspective of providing insights to the social 
competitive aspect [1], self-reflection [7] and design 
guidelines [3]. The most recent research trends are 
adding on e.g. understanding the quantified-selfers [6] 
and sports technique improvement [8]. 

Risks and Promise 
The advance of ultra-cheap biometric sensors for 
consumer use promises even more physical 
measurement data in the coming years. ABI Research 
projects the wearable medical device sales will reach 
more than 100 million by 2016, with major growth 
ahead [9]. Society has major interest in preventive 
healthcare. Lifestyle changes that help to improve the 
citizens' health can bring tremendous savings in public 
spending. Personal health monitoring promises not only 
to bring citizens better health, but also more efficient 
health services, enabled by personally collected health 
data being shared to health professionals. 

Smart phones and associated cloud services are the 
key platform for personal health monitoring. Apps and 

services for this purpose proliferate and risks inevitably 
arise. Misplaced sensitive data can be embarrassing, 
costly and dangerous. Data mining may uncover 
identifiable information from seemingly anonymous 
data. Personal health data has definite business value 
for the health industry, but also for secondary markets 
such as insurance and advertising. 

Furthermore, it is not clear how much people can 
actually benefit from the increased amount of data (and 
in many ways represents an example of so-called ‘Big 
Data’). It is unlikely that the average citizen can 
function as a data analyst. The analysis must be done 
by sufficiently easy-to-use software, but to what extent 
can we trust their automated diagnoses? Questions that 
arise include: suitable system architectures, security 
approaches, data ownership and appropriate interfaces 
to support scrutability of the sensed data and 
inferences made from this data [2, 5]. How to extract 
maximal benefits from health data with minimal risks? 
Field experiments are underway - in your pockets. 
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